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BEHIND THE GROWTH STORY
The Thames Valley Business
Barometer – a collaboration
between BDO LLP and C8
Consulting, a disruptive-tech
PR agency - provides a twice
yearly snapshot of business
and economic confidence in
the Thames Valley.

This latest survey ran from 10th October to 19th November 2018. Almost 100 businesses
took part and we would like to thank them for their support.
The Barometer report contains the results of the survey as well as in depth profiles of Thames
Valley organisations RSSL, CMI, Keit, Source Code Control and Cybera. They shared their views
on their own performance, the key challenges they face and the current economic conditions.
We would like to thank them all for giving their time to be interviewed.
Finally we would like to thank our Thames Valley Business Barometer panel of over 35
business leaders from across the Thames Valley region for their continued support helping
this survey to take place, and Rick McElroy from Carbon Black for his article on cybersecurity.

A WORD FROM
SIMON BROOKER
PARTNER AND HEAD OF BDO THAMES VALLEY
Whenever I prepare the executive summary for the
Thames Valley Business Barometer report I am
always a hostage to fortune. I like to set the
scene by examining the broader
economic context for
the findings of
the survey.
continued on page 02

SIMON BROOKER
Partner
BDO
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A WORD FROM SIMON BROOKER
continued

However, I am always
slightly anxious that the
overall economic mood
might change between
when I put pen to paper
and when you come to read
the report. Looking around
at the current political and
economic climate in the
UK I cannot think of a time,
since the Barometer survey
began in Spring 2012, when
this has been more true.
It is hard to ignore Brexit. It dominates the
news cycle and national debate. At the same
time, whatever is being discussed today may
well have become irrelevant by next week.
As I write this, at the start of 2019, a ‘No
Deal’ Brexit, a second referendum, a general
election and the withdrawal of Article 50 all
appear to be plausible outcomes.
Inevitably, there was plenty of discussion
around leaving the EU during our Barometer
Panel discussion in November, which
you can read about in this report. Two
comments were made which I think
captured how businesses in the Thames
Valley feel.
The first comment was that when
businesses are looking at their own
performance it seems to be an optimistic
picture. However, when things are outside
their control, such as with Brexit, they are
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nervous. The data in the Barometer backs
up that assessment. Performance figures
as a whole have remained positive since
the referendum in 2016 and businesses in
the Thames Valley appear confident about
their performance over the next six months,
despite the uncertainty of what lies ahead.
However, confidence in the economy, which
had been consistently strong following
our emergence from the last recession, fell
following the outcome of the referendum
and has fluctuated ever since.
Another participant took this a bit further;
“It’s almost like businesses don’t care what
the solution is, they just want to know what
it will be so they can deal with it.”
In each of the three Barometer surveys we
have carried out since the referendum took
place we have asked how respondents feel
that leaving the EU will affect their business.
Interestingly, in the most recent survey 46%
responded with “I don’t know, it’s too early
to tell” – the highest figure to date! I can’t
help feeling that this sense of frustration
and impatience is going to be with us for a
while longer.
A full write up of our roundtable discussion
is included in this report. It is a good way to
understand how your peers in the Thames
Valley are feeling about their businesses,
Brexit and, our subject for this edition,
cybersecurity.
CONFIDENCE HOLDING UP?
On the face of it, confidence and
performance indicators have not changed
significantly in the last six months, or indeed
in the last twelve months. Especially if you
take into account the normal seasonal

variation that sees respondents appearing
more upbeat in the Spring than in the
Autumn.
The business performance indicators such
as pipeline and turnover appear strong and
seem to have held steady over the last 12
months. However, the headline figures
hide a split in the responses, with those
saying that their business’ performance
has improved over the last six months, and
those saying it has deteriorated, both rising
since the Spring survey. This could indicate
that the impact of the current situation
is being felt differently depending on the
nature of the business in question.
CYBERSECURITY
The Thames Valley Barometer always
combines questions about overall levels of
confidence and performance with a look at
a topical business issue. In the latest survey
we looked at how important cybersecurity
is and how businesses in the region are
responding to the threat of cyber-attacks.
As the digital transformation of businesses
and entire sectors continues, it is no
surprise that cybersecurity is an increasingly
important issue. A successful cyber-attack
can bring a business to a complete halt with
potentially huge financial and reputational
consequences.
The results of our survey are confirmation
that cybersecurity is a real issue and
cyberattacks are becoming more frequent
and more sophisticated. You can see the
results later in the report and find out about
some of the approaches that businesses are
taking to try and deal with the issue.

About BDO LLP
Accountancy and business advisory firm BDO LLP provides integrated advice and solutions to
help businesses navigate a changing world. Our clients are Britain’s economic engine – ambitious,
entrepreneurially-spirited and high growth businesses that fuel the economy. We share our clients’
ambitions and their entrepreneurial mind-set. We have the right combination of global reach,
integrity and expertise to help them succeed. BDO LLP operates in 17 locations across the UK,
employing nearly 5,000 people offering tax, audit and assurance, and a range of advisory services.
BDO LLP has underlying revenues of £590m and is the UK member firm of the BDO International
network. The BDO global network provides business advisory services in 162 countries, with
80,000 people working out of 1,600 offices worldwide. It has revenues of $9bn.
About C8 Consulting
C8 Consulting is a disruptive-tech PR agency, passionate about telling its clients’ stories locally,
nationally and globally. Continuously building unrivalled relationships with global media,
journalists, analysts, key influencers, trade associations and legislative bodies, the C8 team creates
edgy, invaluable, compelling campaigns that kick-start conversations, deliver complex messages
to market, and make a difference to its clients’ bottom line. C8 services include strategic PR
and media relations; messaging, storyboarding and media training; content creation, campaign
management and delivery; and measurement and evaluation.

Full details of the survey results can be
found over the next few pages together with
an article by Rick McElroy, Head of Security
Strategy at cybersecurity specialists Carbon
Black and a write up of the Barometer panel
discussion, held shortly after the survey
closed. In addition there are company
profiles on RSSL, CMI, Keit, Source Code
Control and Cybera. I hope you find the
report interesting and informative and I
welcome your feedback.
Please feel free to share the report and its
findings with customers and suppliers and to
contact me if you would like to be involved
in future Barometer surveys in any way. The
more organisations that get involved, the
more easily we will be able to gauge what is
happening across the region.
The next Barometer survey will take place in
the Spring and I hope that you will take part
and allow us to hear your views.

SIMON BROOKER
Partner
BDO
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ECONOMIC CONFIDENCE FALLS

ECONOMIC CONFIDENCE

STAFF ATTRITION

Economic confidence falls

Staff attrition levels rise

XX 21% of those surveyed stated that confidence had improved in
the previous six months (versus 35% in the Spring and 12% in
Autumn 2017)

XX 44% of businesses surveyed saw their rate of staff turnover
increase in the previous six months (versus 30% in the Spring
and 32% in Autumn 2017)

XX 33% stated that confidence had deteriorated (versus 23% in the
Spring and 47% in Autumn 2017)

XX 10% saw their staff turnover decrease (versus 10% in the Spring
and 13% in Autumn 2017)

XX 46% stated that confidence had remained the same (versus 42%
in the Spring and 41% in Autumn 2017)

XX 46% saw their staff turnover remain the same (versus 60% in
the Spring and 55% in Autumn 2017)

In terms of the general level of economic confidence among business
leaders in the Thames Valley, in the last six months respondents
believe this has …

In the last six months staff turnover has …

33%
Deteriorated

21%
Improved

10% 44%
Decreased Increased

46%
Remained the same

46%
Remained the same
23%

35%

SPRING
2018
SURVEY
42%
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47% 12%

10% 30%

AUTUMN
2017
SURVEY

SPRING
2018
SURVEY

41%

60%

13%

32%

AUTUMN
2017
SURVEY
55%

60%
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RSSL
MAINTAINING STRONG QUALITY ASSURANCE

Jacinta George has
held the position of
managing director
of Reading Scientific
Services Limited (RSSL)
for the last 18 months; a role she moved
into with many years’ experience gained
in senior positions within the organisation.
Throughout her successful career, Jacinta has
always been impressed with RSSL’s continued
focus on delivering technical excellence to the
pharmaceutical and food sectors.
Based across three sites in Reading, RSSL
provides contract analytical, research, product
development, consultancy and training
services to the global food, consumer goods,
pharmaceutical, biopharmaceutical and
healthcare industries. The company started
life in 1987 tackling critical issues in the
food industry, including the now infamous
‘horsegate’ contaminated meat scandal and
the use of the illegal food dye Sudan Red. In
1996, it expanded its analytical services into
the pharmaceutical and healthcare industries;
working closely with customers at every
stage of the drug development process, from
concept, to release and aftermarket support.
Today, RSSL is a leading UK contract research
organisation, with nine state-of-the-art
laboratories and a multi-disciplinary team of
scientists who offer an exceptional level of
expertise.
Much of their work is geared towards helping
customers address specific technical issues or
commercial challenges, such as optimising the
use of new ingredients, understanding how
reformulation can take cost out of production,
or helping manufacturers respond to new
legislation. Trouble-shooting and problem
solving particularly challenging issues are
also a regular requirement. In addition, RSSL’s
global analytical Emergency Response Service
(ERS) is a trusted and reliable resource that is
available night or day in the event of a product
crisis.

“It is a 24-hour response service. So
whether it’s a weekday, weekend, bank
holiday or even Christmas day, we are on hand
to help and can be called in to assist with any
number of different problems. It could be
an accidental or deliberate contamination, a
consumer complaint, a product tampering or
an allergen detection - whatever the issue,
RSSL will provide answers,” says Jacinta.
With more than 15,000 separate emergency
incidents under its belt, RSSL has dealt with a
wide range of food industry’s issues. “As you
can imagine, these are all highly sensitive, with
far-reaching implications in terms of potential
product recall, as well as costly damage to
corporate and brand reputation. They need
to be resolved effectively - and fast,” adds
Jacinta.
RSSL has 250 staff, most of whom have a
science background, and the company prides
itself in consistently delivering unrivalled
technical excellence to all of its clients, from
blue-chip pharmaceutical companies to
independent SMEs in the food industry. “If the
quality of service is not there, then the results
won’t be,” explains Jacinta.
In fact, the company’s reputation for quality
and sustainability - key watchwords of
2018 - has recently been recognised by an
accreditation service for laboratory testing
in the form of a shining testimonial; “RSSL
delivers an extremely well maintained and
technical quality system”.
Consistently achieving these high standards
requires a talented team with exceptional
qualities, so it’s no surprise that RSSL is
committed to building a diverse workforce;
23 nationalities are currently represented
which ensures a rich knowledge base and the
ability to adapt to constantly shifting industry
dynamics.
Achieving this profile is the result of a
multi-tiered people management strategy

which includes an apprenticeship scheme
for individuals to complete HNC and HND
qualifications, a long-running internship and
graduates’ programmes - all of which are
thriving. Career development opportunities
and secondments are also actively
encouraged. “Nurturing internal talent is a
vital part of our belief in “growing our own
people”, adds Jacinta. And it’s an approach
that appears to be working - 25% of the team
have been with the business for more than ten
years.
Of course, bringing in new talent is equally
important to ensuring the company remains
an innovative force in the fast-paced industries
it serves. “The business is growing and strong
and, as a result, recruitment is a challenge.
Sometimes the best people are not looking for
a job and therefore we seek these folks out,”
says Jacinta.
While Brexit uncertainty is undoubtedly
a concern, Jacinta believes that with its
forward-thinking strategic approach and solid
infrastructure, RSSL is well placed to welcome
new opportunities and remains positive about
the year ahead.

Twenty three nationalities
are currently represented
which ensures a rich
knowledge base and
the ability to adapt
to constantly shifting
industry dynamics.
JACINTA GEORGE
MANAGING DIRECTOR | RSSL
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A MIXED PICTURE
17%
Decreased

TURNOVER

62%
Increased

A mixed picture
XX 62% of those surveyed had seen their UK turnover increase in
the previous six months (versus 57% in the Spring and 47% in
Autumn 2017)
XX 17% had seen their turnover decrease (versus 10% in the Spring
and 17% in Autumn 2017)
XX 22% had seen their turnover remain the same (versus 33% in the
Spring and 36% in Autumn 2017)

22%
Remained
the same

In the previous six months turnover …
10% 57%

9%
Decrease

SPRING
2018
SURVEY
33%

65%
Increase

26%
Remain
the same

17% 47%
AUTUMN
2017
SURVEY
36%

Expectations for future turnover show little change
Looking forward to the next six months 65% of those surveyed
expected their turnover to increase (versus 63% in the Spring and
51% in Autumn 2017) while 9% expect to see their turnover decrease
(versus 9% in the Spring and 10% in Autumn 2017).
In the next six months turnover is expected to …

9%

63%

SPRING
2018
28% SURVEY

10% 51%
AUTUMN
2017
SURVEY

15%
Decreased

59%
Increased

39%

PIPELINE
A mixed picture for business pipeline
XX 59% of businesses surveyed had seen an increase in the size of
their business pipeline over the previous six months (versus 53%
in the Spring and 44% in Autumn 2017)
XX 15% had seen their pipeline decrease (versus 6% in the Spring and
17% in Autumn 2017)
XX 26% had seen their pipeline remain the same (versus 41% in the
Spring and 39% in Autumn 2017)
In the last six months our new business pipeline has …
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26%
Remained
the same

6% 53%
SPRING
2018
SURVEY
41%

17% 44%
AUTUMN
2017
SURVEY
39%
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CMI
GROWING THROUGH ACQUISITION

CMI started in 2009
and is an infrastructure
and managed risk
business with offices in
Northern Ireland and
Hare Hatch in the Thames Valley. The current
MD, Ken Roulston, founded CMI in Northern
Ireland as an outsourced IT support business
for SMBs who didn’t have their own internal
IT support. Since that time the business has
grown organically, but Ken came to realise
that the Northern Ireland market was going
to limit his growth aspirations and, if he
wanted to continue to expand, he needed to
branch out into England in order to build the
business.
In 2014 CMI acquired a similar business,
Amicitia, based in High Wycombe and this
gave it a footprint in the UK where it could
replicate the set-up it had in Northern
Ireland. Then, in July 2016, it acquired
Solsis based in Bracknell and one of Solsis’
founders, Graham Stead, became the Sales
Director for CMI.
Graham comments: “Today, our revenues
are around £4.5 million and our profitability
is about half a million. We want to grow to
£10 million, so we are on track and in a good
place to get there.”
Graham goes on to explain that out of the
45 employees, two thirds of the staff are
based in the Belfast office as the service
desk originated there. Staff based in its Hare
Hatch office are client relationship focused
and local field engineers who service clients
in the Thames Valley and London. Graham
adds: “Although two thirds of our staff are
in Belfast, interestingly two thirds of our
client base is either in the Thames Valley or
London.”
Moving forward, in order to get to £10
million revenue and a £1 million profit target,

Graham says this will largely be achieved
through more acquisitions and the company
is looking at one if not two in 2019.
The managed service provider market has
changed, Graham explains, and has moved
from being less of a break/fix infrastructure
approach to more of a strategic, value add
managed service partnership.
Graham explains how CMI pro-actively
prevents issues rather than just fixing
problems. Technologies such as cloud, IoT
and block chain, plus ever-evolving security
threats mean that the IT landscape is much
more fast-paced and dynamic and this
has changed how MSPs like CMI deliver IT
services and support. Today, technology is
such an integral part of every business and
organisations are demanding high availability
and security from their systems.
The market place is extremely competitive
and can be very price driven which is one of
the reasons that Graham is keen for CMI to
step up the value chain. He continues: “We
must add real business value; we want to
engage with the right people, at the right
level, so we can understand their business
plans and challenges, and make sure the
technology is aligned and supports these
goals. We want to be more strategic and
business led rather than too focused down
in the technology plumbing that doesn’t
differentiate a business these days.””
Graham talks about CMI’s virtual CIO
services which some clients are now adopting
as they move on from just managed services.
While only a small proportion of its 250
clients are using these services, Graham sees
potential for this going forward.

amount of precaution and, as security threats
have grown, so we have seen the call volume
on our service desk grow. Right now the pace
of change is faster than I have ever known
it, both in the threats that are evolving but
also the innovation that we are seeing in
the marketplace as new technologies come
on stream. We have a responsibility to our
clients not only to keep them informed but
make sure that they understand the risk to
their business.”
Graham sees a lot of uncertainty from Brexit
and is aware of some clients holding back
investment decisions. Having a Northern
Ireland operation as well as Thames Valley
does mean that the impact on the client
base could be quite different. Outside of
this, the other main challenge on the horizon
is finding good technical skills in order to
continue to grow the business. Graham
concludes: “We have had a good year and are
well set up for the future.”

We want to be more
strategic and business led
rather than too focused
down in the technology
plumbing that doesn’t
differentiate a business
these days.

Security presents both an opportunity and a
challenge. Graham comments: “Every one of
our clients ultimately needs to take a certain
GRAHAM STEAD
CLIENT RELATIONSHIP DIRECTOR | CMI
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PROFITABILITY

HEADCOUNT

Profitability drops
XX In the last six months 53% of those surveyed had seen their profitability
increase (versus 56% in the Spring and 44% in Autumn 2017)
XX 19% had seen a decrease in their profitability (versus 11% in the
Spring and 19% in Autumn 2017)
XX 28% had seen their profitability remain the same (versus 33% in
the Spring and 37% in Autumn 2017)

Headcount grows
XX 53% of business leaders surveyed had seen an increase in headcount over the
previous six months (versus 37% in the Spring and 30% in Autumn 2017)
XX 10% had seen their headcount drop (versus 12% in the Spring and
18% in Autumn 2017)
XX 37% had seen headcount remain the same (versus 51% in the
Spring and 52% in Autumn 2017)

In the previous six months profitability …

In the previous six months headcount …

19%
Decreased

53%
Increased

10%
Decreased

53%
Increased

37%
Remained
the same

28%
Remained
the same

11% 56%
SPRING
2018
SURVEY
33%

19% 44%

12% 37%

18% 30%

AUTUMN
2017
SURVEY

SPRING
2018
SURVEY

AUTUMN
2017
SURVEY

37%

51%

52%

Expectations fall

Headcount expectations show a mixed picture

Looking ahead to the next six months 55% of businesses surveyed
expected their profits to rise (versus 62% in the Spring and 49% in
Autumn 2017) while only 8% expected profits to decrease (versus 3%
in the Spring and 11% in Autumn 2017).

Looking ahead to later in 2018 53% of those surveyed expect their
headcount to have grown (versus 50% in the Spring and 41% in
Autumn 2017) while 12% expect headcount to have dropped (versus
4% in the Spring and 8% in Autumn 2017).

In the next six months profitability is expected to …

In the next six months headcount is expected to …

8%
Decrease

55%
Increase

12%
Decrease

37%
Remain
the same

36%
Remain
the same

35%
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53%
Increase

3%

11% 49%

SPRING
2018
SURVEY

AUTUMN
2017
SURVEY

62%

40%

4%

50%

SPRING
2018
SURVEY
46%

8% 41%
AUTUMN
2017
SURVEY
51%
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KEIT LTD
FROM SPACE TRAVEL TO REAL-TIME INDUSTRIAL APPLICATIONS ON EARTH

Keit Ltd started life in
2012 in the European
Space Agency Business
Incubation Centre
on the Harwell
Campus. Six years on and Keit now has its
own purpose-built facility, but still based
at Harwell. Dan Wood, CEO, is tasked
with commercialising Keit’s spectrometer
technology, which was invented by Dr Hugh
Mortimer and originally designed for space
to measure the atmosphere around Mars.
In order to do this, it needed to withstand
the rigours of space travel and further R&D
took the technology to a new commercial
incarnation designed for industrial
applications on Earth.
Today, the technology, IRmadillo, is a rugged
FTIR spectrometer for on-line, real-time
process monitoring, with an analytical
instrument that can provide chemical process
analysis of fluids in industrial settings.
Uses include biofuel companies wanting to
monitor their fermentation processes; oil and
gas and petrochemical companies needing
to monitor glycol dehydration and other
processes; and chemical, pharmaceutical
and food and beverage companies needing a
new type of instrument sturdy enough to be
used right in the production plant for realtime insight, rather than waiting for remote
sample analysis.
Dan Wood explains: “The advantage of
having the spectrometer in situ is its ability
to capture the reaction analysis as it happens
in real-time, and thereby alerting production
managers of potential irregularities, which
enables faster decision-making and better
overall resource management.”
Keit is venture capital backed and has raised
£7.5 million to date through a series of
funding rounds. The last round raised £2.5

million and Dan says that
the company is now starting to
generate revenue and sales. Dan joined Keit
four years ago and the application for the
technology was so vast that he spent the first
six months deciding all the things that Keit
wasn’t going to do. He comments “We’re
taking liquid monitoring equipment into
highly explosive environments so we have
to demonstrate that it will never cause an
explosion.”
Understandably organisations are cautious,
and this means the sales cycle can be long
and detailed with numerous certification
hurdles to get over. This is not only resource
intensive but it is also costly. Dan adds:
“Some of the bigger organisations will spend
millions a year on analytical equipment.
They will test one instrument and test it for
months, sometimes years, to ensure that it
can withstand the environment it is in.”
However, Dan goes on to say that, on the
positive side, once the product is tested
in these organisations it can normally
go into multiple locations around the
world. He adds: “The biofuel, oil and gas
and petrochemical industries are all very
collaborative and, while they may compete
on an R&D level, they are happy to share
how they use chemical processes. If they
solve a problem using our product they’ll be
up on a podium telling their peers.”
The big focus now is getting the
spectrometer installed in as many sites as
possible. However, there is a whole industry
of analytical instrument companies but very
few who can provide an analytical process in
the plant in real-time.
Keit has 16 people in the organisation and
its ultimate ambition is to be acquired. Dan
comments: “We have to grow to the size of

at least £10 – 15 million, with the ambition of
much more, and current revenues are at £1.5
million. The longer we get to run at this the
bigger we get to be and the more fun we will
have in the process.”
Dan sees a big opportunity in the year ahead
for exporting to America. However, there is a
barrier to entry in gaining certifications and
Keit will need to spend £150k to deliver US
versions of the products that are certified
for potentially explosive environments.
Fortunately, like all barriers to entry, this will
then give Keit a significant market advantage.
Where Brexit is concerned, Dan doesn’t think
it will have a material impact. As an exportled business de-valuation of the pound
works in Keit’s favour. The biggest risk on the
horizon will be if organisations cut back on
their Capex spending which would impact on
Keit as its spectrometer is a Capex purchase.

The biofuel, oil and gas and
petrochemical industries
are all very collaborative
and while they may
compete on an R&D level
they are happy to share
how they use chemical
processes. If they solve a
problem using our product
they’ll be up on a podium
telling their peers.
DAN WOOD
CEO | Keit Ltd

THE THAMES VALLEY BUSINESS BAROMETER

BAROMETER TRENDS

TRENDS IN BUSINESS PERFORMANCE
AN ANALYSIS OF KEY PERFORMANCE TRENDS ACROSS THE THAMES VALLEY,
FROM BAROMETER SURVEY RESULTS SINCE SPRING 2012

IN THE LAST SIX MONTHS, DO YOU THINK GENERAL LEVELS
OF ECONOMIC CONFIDENCE IN THE UK HAVE

IN THE LAST SIX MONTHS, DID YOUR HEADCOUNT

100%

100%

80%

80%

60%
40%

REMAINED
THE SAME
IMPROVED

60% REMAIN
THE SAME
40%
INCREASE

20%

DETERIORATED

0%

20% DECREASE
0%

2012 2012 2013 2013 2014 2014 2015 2015 2016 2016 2017 2017 2018 2018

IN THE LAST SIX MONTHS, DID YOUR TURNOVER

2012 2012 2013 2013 2014 2014 2015 2015 2016 2016 2017 2017 2018 2018

IN THE LAST SIX MONTHS, DID YOUR PROFITABILITY

100%
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80%

80%
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20%

20%

0%
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2012 2012 2013 2013 2014 2014 2015 2015 2016 2016 2017 2017 2018 2018

10

DECREASE

0%
2012 2012 2013 2013 2014 2014 2015 2015 2016 2016 2017 2017 2018 2018
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SOURCE CODE CONTROL LIMITED
BUILDING TRUST IN YOUR SUPPLY CHAIN

Martin Callinan set up Source Code Control
back in 2014, having enjoyed a highly
successful career at Microsoft. Martin was
later joined by Paul McAdam in 2017. As open
source risk management specialists, both
Martin and Paul have strong backgrounds in
software licensing. However, Martin spotted
that, while software applications have
software licensing agreements in place, often
coding and software development doesn’t
have the same level of rigour wrapped
around it.
Paul explains: “With modern software
development, nearly all developers will use
Open Source components tied together with
their own code. This leads to a patchwork
quilt approach, but often there is no proper
asset management being carried out on all
these various components. We regularly find
that businesses leave licensing, copyright
and security to developers or, even more
precarious, outsource their software
development.”
Paul goes on to explain that this creates
a software supply chain that lacks the
appropriate controls around it, which can
lead to poor quality. This is where Source
Code Control (SCC) helps organisations to
manage this risk in their software supply
chain. By scanning the software, this helps
the organisation meet any legal obligations
relating to the software and ensures the
code is secure, that copyrights are legal and
appropriate and that the business owns the
intellectual property. Plus SCC continues
to monitor the software and alerts its
customers to any new vulnerabilities to help
minimise the impact of cyber-attacks.
Paul adds: “According to analysts Gartner,
95% of all mission critical applications

contain open source components because
they provide much-needed functionality
at low cost, even Google and Apple make
extensive use of open source components,
however that convenience comes with
responsibility and risk.”
Likewise, Paul highlights that, in M&A
situations, not owning the copyright on the
software can significantly reduce the value
of the company. He explains: “Software
development has become a core element
of business value. Think about the price you
would put on a business then deduct the
cost of any cyber-attack, any uncopyrighted
software, the cost of a legal claim for
unlicensed software and then think about the
value remaining.”
With less than 10 employees, SCC is still
relatively small. However, it is on the
precipice of a great year ahead and Paul
believes that in 2019 the business will
take off. While a somewhat niche market,
business is global and there are a number of
big international deals on the table.
Paul believes that a lack of skills will
become a big problem within the market,
saying: “Not everyone is able to make the
move from understanding applications to
interpreting a license and being clear how the
copyright works.”

and Brexit could make it more complicated
to do business. But Paul sees plenty of
opportunities on the horizon. For example
SCC is currently looking at trialling some
services in cyber insurance. Likewise with
GDPR having come into force last year, this
will have a knock on impact as organisations
become more regulated, so software will
start to be scrutinised more closely as
businesses take more precautionary steps.
Paul concludes by saying that IoT should be
a hot market for SCC. That’s because code
quietly runs often on faceless devices that
are unmanaged, but Paul adds: “Wouldn’t
you want to know if it was doing something
inappropriate?”

We regularly find
that businesses leave
licensing, copyright and
security to developers or,
even more precarious,
outsource their software
development.

Paul explains that it is a long sales cycle and
that for SCC, selling through the channel is
the easiest way to shorten this. But as the
model is subscription based, this creates
an annuity revenue stream, especially
the ongoing monitoring service for new
vulnerabilities.
Where Brexit is concerned, changes in
legislation could affect SCC as it works
with both European and US companies
PAUL MCADAM
DIRECTOR | Source Code Control Limited
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T H E T H A M E S VA L L E Y B A R O M E T E R A N A LY S I S

CYBERSECURITY
In this survey we looked at the increasingly important issue
of cybersecurity and asked businesses in the Thames Valley
how they have been affected and how they are addressing
the matter.
Below is a summary of the responses we received.

HAS YOUR COMPANY WITNESSED ANY CYBERATTACKS IN
THE LAST 12 MONTHS?

54%
No

HOW MUCH ARE YOU PLANNING TO CHANGE YOUR
SPENDING ON CYBER DEFENCE IN THE NEXT 12 MONTHS?

28%
Don’t know

46%
Yes

1%
Decrease
spending

HAVE CYBERATTACKS ON YOUR COMPANY BECOME MORE
SOPHISTICATED IN THE LAST 12 MONTHS?

27% 29%
Don’t know Significantly
more sophisticated

21%
No change in
sophistication

12

44%
Increase by
up to 50%

24%
The same

3% Increase by
more than 50%

HAS YOUR COMPANY IN THE UK HAD ANY DATA BREACHES
IN THE LAST 12 MONTHS?

15%
Don’t know

27%
Yes

0%
Less
sophisticated
23%
Slightly more
sophisticated

58%
No

THE THAMES VALLEY BUSINESS BAROMETER

Use of technology such as antivirus and encryption

Dedicated Security Operations Centre

Use of threat hunting and pro-active prevention techniques

Outsource their security arrangements to a third party

55%

56%

11%

11%

13%

55%
50%
45%
40%
35%
30%
25%
20%
15%
10%
5%

Specialised in cybersecurity themselves

Education to staff

60%

Don’t know

WHAT KIND OF PREVENTION TECHNIQUES DO YOU HAVE IN PLACE?

3%

1%

0%

WHAT WAS THE PRIME CAUSE OF THESE BREACHES?

10%
Attack via
supply chain

50%
Malicious

IS YOUR COMPANY WORRIED ABOUT BEING BREACHED
GOING FORWARD?

41%
No

59%
Yes

25%
Human
error

15%
Insider threat
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THE THAMES VALLEY BAROMETER FOCUS

CYBERSECURITY
TAKING THE LONG VIEW

The US Navy SEALs have a well-known motto: “The only easy day
was yesterday.” Taking a look at the latest intelligence on the UK
cybersecurity landscape it can feel like we’re facing a future that will
make the challenges of the past seem like halcyon days. Certainly,
all the evidence indicates that the frequency, sophistication and
severity of cyberattacks on UK businesses is rising exponentially. And
the findings in the Thames Valley Business Barometer, also show
this at a regional level with nearly half of businesses (46%) having
experienced some kind of cyber-attack in the last 12 months.
However, I believe that while we must accept that there’s no
silver bullet for the constantly moving targets that are our cyber
adversaries, we can start to build our strategy around proactive, not
just reactive tactics, and many organisations are now using threat
hunting to underpin their approach.
In September 2018 Carbon Black also surveyed organisations to
see how cyber-threats were evolving. Our UK Threat Report found
that 92% of UK businesses had been breached in the past year,
with 44% being breached multiple times. 82% reported seeing an
escalating number of breaches and 91% believed that attacks are
becoming more sophisticated. Whilst those who reported that they
had experienced a breach was less in the Thames Valley Business
Barometer, 59% of those surveyed were worried about the company
being breached going forward.

Rick McElroy, Head of Security Strategy at
Carbon Black, looks at the cybersecurity
issues facing businesses today and explains
why threat hunting should underpin
strategic IT security.
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Whether it’s our figures, or those of the Thames Valley Business
Barometer, what these both show is that cyber criminals are getting
smarter and more persistent all the time - and they’re not just in it
for a quick win. They’re playing the long game, seeking to establish a
foothold in our networks in order to move laterally, island hop into
partner networks and launch future attacks to their own schedule.
The Ponemon report on the cost of data security breaches found that
on average infiltrators spend 191 days inside a network before they
are detected.
While this is vastly undesirable, the fact that they’re already there
gives us the opportunity to do more than simply playing a neverending game of “whack-a-mole” at the network perimeter. We
know that adversaries are inside our networks, so now we need to
take a longer view and put some serious focus into hunting threats,
anticipating potential attack vectors and making our network a less
comfortable environment in which to exist over the long term.

THE THAMES VALLEY BUSINESS BAROMETER

We asked UK security professionals about how they are using threat
hunting as part of their armoury. Two thirds of respondents said that
they had conducted threat hunting in the past year and of those,
more than 90% confirmed that threat hunting had strengthened
their defences. In the Thames Valley Business Barometer 11%
mentioned the use of threat hunting as a proactive threat prevention
technique. Therefore, clearly this is a tactic that some organisations
are already using to good effect.
WHAT MAKES EFFECTIVE THREAT HUNTING?
Turning the tables on adversaries and starting to proactively hunt
threats needs a different mind and skillset to pureplay cyber defence.
Instead of standing on the watchtower, we’re delving into the
shadows seeking signs of malicious activity and using all the forensic
intelligence we can gather to understand the motives and tactics of
our opponents and anticipate where attacks may be initiated.
We recently held a series of discussions with SecOps professionals
in the UK and Europe and asked whether they felt threat hunters
were born, not made. Do successful threat hunters naturally think
differently to the rest of us, or can the necessary skills and attitude
be taught? The consensus was that undoubtedly some individuals
have particular talent in this area, but that the overall shortage of
cybersecurity professionals (there’ll be an estimated shortfall of
350,000 in Europe by 2022) means that empowering existing teams
to develop threat hunting skills will be essential. I strongly believe
that given the right tools, a clear brief and the freedom to roam,
there’s no reason why the organisation can’t mobilise its whole
security team to threat hunt effectively.
In fact, embedding a culture of threat hunting across the organisation
is really more important than having individuals assigned to the case.
We don’t want to create silos, we want to be sharing intelligence
and spotting patterns that make us a smarter, harder target for
cybercriminals and that goes across the industry, too, not just within
companies. The cybercriminal community is fantastic at sharing
intelligence, tools, tactics and procedures, but here on the other
side of the fence we don’t seem to be able to get past the silos of
competition.

THE NUMBERS GAME – OUTSPENT BY A FACTOR OF TEN TO
ONE…
Going back to our research, UK companies told us that they were
anticipating only a limited increase in security budget spend –
two thirds were expecting to see budgets increase by between
10 and 30%. In the face of the escalating threat landscape this is
concerningly modest. While the corporate environment is naturally
lean when it comes to budgets, it’s important to keep track of what
the competition is doing.
In this case the competition - cybercriminals - are throwing the
kitchen sink at developing new methods of attack and, given that this
is their core line of business, I guess that’s to be expected. They’re
spending around $1 trillion annually, against a global security spend
of $96billion – a ratio of ten to one. It’s a profoundly unequal battle
and it’s therefore not surprising that we’re seeing big increases in
the number and severity of breaches. Assuming we’re unlikely to get
a sudden budget injection on a $1 trillion kind of scale, we need to
make sure every penny we spend on cybersecurity delivers solid ROI.
Investing in threat hunting is an important part of a maturing
approach to strategic IT security. It demonstrates that your
organisation is serious about lowering the amount of time
adversaries spend in its network and limiting the risk to your partners
from island hopping. As UK organisations are already finding, threat
hunting strengthens defences and hardens attack vectors, so even
if budgets are limited, I strongly recommend that threat hunting is
on the menu. As an industry we need to get threat hunting working
for us to start turning the tables on our adversaries. I’m not saying
tomorrow will be easy, but we’ll be heading in the right direction if
we start threat hunting today.
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PROFILE

CYBERA
LAUNCHING EMEA OPERATIONS IN ORDER TO EXPAND GLOBALLY

Cybera, an innovative
cloud-based
networking company
that is fundamentally
changing the way distributed businesses use
technology, launched its EMEA operations in
September 2018 with the establishment of its
EMEA headquarters in Slough.
Industry veteran, Hubert Da Costa, was
appointed to lead the operations and has a
wealth of senior business, sales and marketing
experience having previously held General
Management and senior VP sales and channel
roles.
Headquartered in Nashville, Tennessee, Cybera
operates at over 90,000 locations around the
world and was keen to capitalise on its global
presence with an EMEA headquarters and key
staff on the ground. From this base, Cybera
plans to expand its business over the coming
months and years.
Cybera’s software‐defined network services
platform empowers organisations to rapidly
deploy, secure and optimise new cloud‐based
applications and services. The platform is
purpose‐built for distributed enterprises,
including those in remote locations, and for
IoT devices. This includes enterprises in retail,
hospitality, financial services and healthcare
organisations with hundreds, sometimes
thousands, of remote sites. Hubert Da Costa,
SVP and GM for EMEA adds: “Cybera is
disrupting the market. Traditional approaches
to networking force applications to conform
to network requirements and we know this
fundamentally doesn’t work in a software‐based
cloud and IoT world. Next gen technology
demands agility. Cybera has a real stronghold
in the petro-retail industry and we are rapidly
expanding into other sectors, we therefore felt
it was the right time for us to establish our new
office and fuel expansion in EMEA.”

Cybera’s managed services networks are
designed to meet application requirements
at the edge rather than merely connect sites
or devices. This modern, software‐based
networking approach helps guarantee security
and performance while reducing the cost,
disruption and complexity of delivering new
applications and services to widely distributed
enterprises. Hubert continues: “Increasing
hyper‐connectivity in the modern enterprise,
coupled with rapid expansion of the edges of
the commercial environment, introduces new
opportunities for companies to get closer and
become more relevant to their customers. These
new opportunities offer significant potential but
also introduce new complexities that Cybera
solves. We have aggressive expansion plans.”
Hubert is now looking to build out the team and
scale the business. This means new sales and
marketing hires in 2019 in the UK in the first half
and also expansion into Germany with Southern
Europe coming on stream in the second half of
the year.
Hubert explains that the business is 100%
channel focused and, to this end, has just signed
an exciting partnership with service provider
Virocom, where it will be integrating Virocom
services into its solution in order to deliver a
managed service application. Hubert continues:
“Together, we remove the fear of taking those
first vital steps of future proofing the integrity
of a business’ infrastructure whilst allowing
customers and in particular retailers to gradually
migrate to a digital environment.”
Hubert adds: “In our experience, the most
powerful route to market for any organisation as
they begin international expansion is 100% via
the channel and the opportunities for this new
partnership are huge. Virocom will drive focus
for Cybera in the retail and QSR sectors, using
its considerable talent as a high value network

services provider delivering high performance
solutions, to take the Cybera portfolio to
market.”
Where Brexit is concerned Hubert says that
Cybera is the perfect solution as retail looks for
ways to deliver efficiencies and cost savings in
this highly competitive space. He adds: “The
Cybera solution is perfect for the changing
environment; a lot of these industries - like retail
and quick service restaurants - are driving a
franchise model that is constantly evolving.
Our solutions enable our customers to embrace
and deploy business benefits with agility,
future proofing them against the investment of
hardware as appliances become virtual, resulting
in higher revenues for their business. Cybera also
operates a subscription Opex model meaning
that, if customers no longer want to continue
the subscription service, they don’t have to
continue to use it - unlike other services where
you have to pay upfront.”
The biggest challenge on the horizon, Hubert
concludes, is maintaining momentum with the
aggressive growth plans that Cybera has, but he
is excited about the year ahead.

Our solutions enable our
customers to embrace
and deploy business
benefits with agility, future
proofing them against the
investment of hardware as
appliances become virtual.
HUBERT DA COSTA
SVP AND GM | EMEA
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PA N E L D I S C U S S I O N

THE SURVEY RESULTS

The senior level roundtable discussion was designed to
unveil the main findings from the most recent Thames
Valley Business Barometer survey, allowing panel members
to discuss the results as well as the challenges and
opportunities facing businesses in the region.

out of the UK. There is uncertainty around
employment opportunities after Brexit, with
many unsure how the deal/no deal scenario
will impact the accessibility of top talent in
the UK. Uncertainty has led to short–term
decision making and a lack of long-term
planning.
SO HOW ARE BUSINESSES IN THE
THAMES VALLEY PERFORMING?

The event was held at BDO’s Thames Valley
office in Thames Tower, Reading on 21st
November 2018 and was attended by panel
members from BDO, Boyes Turner, C8
Consulting, Convatec, Hays, Hicks Baker,
Integris, Leaders Romans, Mabey, MD2MD,
Morgan Lovell, Natwest and Thames Valley
Science Park.

Paula advised that, overall the latest figures
show a fairly stable trading environment.
67% felt that economic confidence had
stayed the same or improved versus 77%
in Spring 2018 and 53% in Autumn 2017.
The performance results were also pretty
robust with order books, turnover, profits and
pipeline on a par with previous results.

Leading the discussion were Simon Brooker
from BDO and Paula Elliott from C8
Consulting who together summarised the
high level findings from the survey. Paula
talked about the fact that in the Autumn
2018 survey performance results were still
pretty robust but confidence was wavering
and that, right now, Brexit is all-consuming.
Outside of Brexit, the wider challenges
include broadening the skills base, fostering
more start-ups, maximising the benefits
of the ‘fourth industrial revolution’, and
maintaining the UK’s position as the ‘fintech
hub of Europe’.

Simon Brooker commented: “In answer
to the question: “How do you currently feel
about leaving the EU and how will this affect
your business?” The number of respondents
this time who stated “I don’t know, it’s too
early to tell” has actually gone up from the
last report six months ago.”

Paula Elliott went on to say how we are
starting to see fintech companies making
moves to ensure their services will be
available to customers in the European
Union after Brexit. However, many remain
tight-lipped about how they are positioning
themselves, but some are looking to move,
or have already announced they are moving,
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David Gillham from Thames Valley
Science Park agreed: “It’s quite interesting,
when businesses are looking at their own
performance it’s an optimistic picture.
When it’s outside their control (such as the
consequences of Brexit) they are nervous.
Indeed, the closer we get to having a deal on
the table, the less confident everyone is.
Bill Gornall-King from Boyes Turner
agreed: “It’s almost as if businesses don’t
particularly care what the solution is, they
just want to know what it is so they can deal
with it”
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Robin Barnes from NatWest went on to
say how the bank is seeing larger companies
spending money on contingency whereas
smaller companies are holding on for as long
as they possibly can.
The group discussed the fact that the
government has been so focused on Brexit
that it has not delivered in other areas and
likewise large organisations are investing
resources, management time, money and
expertise worrying about scenarios for the
future and they’re not investing in their
own business. David Gillham said: “The
more worrying question is what impact this
will all have because resources are being
channelled into Brexit scenarios rather than
on innovation and making UK business more
competitive. I wonder what the impact will
be 1, 2 or 3 years down the line.”
Michael Palmer from Leaders Romans
agreed: “We’ve certainly seen a big change in
the housing market. There is likely to be just
over 800,000 transactions. When you put
that into context, every year about 600,000
transactions result from deaths and 150,000
result from divorce, so the base minimum
UK transactions per year is about 750,000
regardless and this year we’ll be lower than
100,000 discretionary transactions in excess
of that bare minimum.
What we’ve also seen is a North/South split.
In the South, and certainly in the Thames
Valley, we’re actively reducing house price
stock. We’re reducing 35% of our housing
stock. We’ve got vendors reducing by 6 or 7%
per month.
Also the length of time from offer to
exchange has increased to 14/15 weeks.
We’ve noticed that there’s a number of
people that put an offer on a property but
as it comes to exchange, they back out.

Whereas our branches in the North, while I
wouldn’t say they are booming, prices and
transactions levels are stable.
The group talked about the fact that the UK
economy is growing at about 1.6% against
the German economy which is flat, which in
itself is a concern. There were also concerns
over staff and getting the right people, as
well as how firms are spending a significant
amount of time struggling with the lack of
talent. Simon Brooker commented that
Poland is now a net importer of people.
For years, people have been leaving Poland
to take up jobs in the UK, now Poland is
importing people from Western Europe.
Sarah Stevenson from Hays commented:
“We recently presented at the CBI, and we
talked about a report we carried out in the
summer. The optimism of businesses was
pretty strong then, and intentions to hire
were the highest since we started running
this report 5 years ago. 92% of 23,000
employers across the UK say there is a UK
skills shortage and how they’ve struggled to
get projects underway because they can’t get
the right people.
Brian Poxon from Integris added: “It’s
also a cultural change that we’re seeing.
Candidates now are not looking for offers,
instead they want to be found rather than
apply.”
Sarah Stevenson commented: “We
also found that investment in training
has dropped. Organisations could stop
employees leaving if they invested more
in their staff. The most forward- thinking
organisations are making sure that their
EDI strategy allows them to tap into a
Diverse talent pool, which will give them
a competitive edge in getting the best
candidates.”

Colin Allen from Morgan Lovell said: “As
part of the Morgan Sindall Group, we cover
most of the UK from Glasgow to Bracknell
and all the regional directors are quite
positive. The London market could possibly
be challenging as there appears to be fewer
larger value projects going forward”
The group moved onto talk about the
themed topic, cybersecurity and the amount
of attacks and breaches that those surveyed
had said they were experiencing. The group
concluded that they expected the figure to
be higher but that non-IT people, unaware
of the scale of the problem may have
responded to the survey.
Simon Brooker commented: “At BDO we
get a lot of cyber attacks but have never
been breached. Although we’re proud of that
we must never get complacent.
Mark Carey added: “It is interesting to try
and understand the objective of hackers.
You mentioned data, but we’re in the
unsexy construction space. Here the goal is
disruption, or hackers trying to get hold of
money and we’ve noticed that the efforts
are increasingly sophisticated. We’ve had a
couple of actual breaches. One was internal,
outside the UK, where somebody did
something under pressure for a customer.
That’s the kind of thing you might not
anticipate. You might have a weak link within
your business but it’s actually someone from
outside that’s causing the issue. The other
one was in the UK, we had a customer’s
system breached asking them to change their
payment details to us.”
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PA N E L D I S C U S S I O N

THE SURVEY RESULTS
continued

Brian Poxon agreed: “Mark makes an
interesting point about what hackers are
looking to achieve. I’m part of the Governing
Body of a primary school in Bracknell and we
were attacked but we don’t have any money.
It was hugely disruptive.
David Gillham agreed: “Our email system
has 23,000 users. Attacks are almost a
daily occurrence and I would be amazed if
any organisation wasn’t under attack. I’ve
made two observations. The first one is the
amount of internal time and resources our IT
department now has to spend on protecting
our systems. The real vulnerability is actually
phishing scams that individual members
of staff pick up on. It doesn’t matter how
good your systems are, the weak spot is
the scenario where I’m sitting at my desk,
receive an email that looks like it is from
somebody I know and it says ‘please pay your
invoice’. I click on it and, suddenly, there’s
a virus attack on my system and the whole
department is turned off. We spend an awful
amount of time on education because there
are a lot of what you might call ‘low-level
cyber-attacks.”
Mark Carey added: “I’ve been talking to a
lot of IT cyber consultants and they’ve all
said that we can spend as much as we want,
hackers will get into our systems. We can
only mitigate the problem, we can’t remove
it. We talk a lot about a proportional use of
resources to protect ourselves and we spend
most of our time educating our users. If it
looks dodgy, they just shouldn’t touch it.”
Robin Barnes agreed: “According to
the report’s findings, 50% of breaches
were caused by malicious attacks and
ransomware, but only 25% was human error,
I am sure human error is higher than that.
The attacks we’re talking about only get in
because we let them. We spend a great deal
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of money protecting ourselves from attacks
and educating staff and it’s important we
continue making these investments as
attacks become more sophisticated and
advanced. I don’t know how many of you test
your staff, but we do this internally all the
time.”
Simon Brooker said: “We force password
changes. We regularly ask our staff to change
their password. We’re trying to get staff to
take this matter really seriously.”

Bob Bradley added: “Security is a massive
growth area and we are seeing a lot of
cybersecurity-tech start-ups, which is the
other side of the fence as organisations spend
more.”
Simon Brooker concluded the roundtable
saying that the amount of published data
is vast and expected to grow exponentially.
Today we are an online community.
Consequently, with data security, we can
expect cyber-attacks to continue to rise.

A BIG THANK YOU TO OUR PANEL MEMBERS FOR THEIR HELP AND
SUPPORT WITH THE THAMES VALLEY BUSINESS BAROMETER:
activate learning | boyes turner | btl communication | ch&co | convatec | diamond
light source | grundon | hays | henley business school | hewland engineering |
hicks baker | hr wallingford | hsbc | integris | international brand development
council | mabey | md2md | medical supermarket | morgan lovell | natwest | ocean
consulting | oxfordshire lep | pitmans | rbs | snaffling pig | stoke park | thames
valley science park | tvb lep | the business magazine | the romans group | tvcc |
uk property forum
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SURVEY METHODOLOGY

The survey was conducted between 10th October and 19th November 2018.
A total of 89 companies took part in the latest survey.
RESPONDENT COMPANY UK TURNOVER

6%
£500M +

RESPONDENT COMPANY UK EMPLOYEE HEADCOUNT

10%
1000 +

38%
£0 – 25M

30%
£101 –
500M

35%
0 – 50

24%
201 –
1000

26%
£26 – 100M

31%
51 – 200

RESPONDENT COMPANY SECTOR

RESPONDENT COMPANY THAMES VALLEY LOCATION

Financial services
Leisure & Hospitality

Buckinghamshire

7%
2%

Manufacturing

6%

Central Berkshire

39%

6%

Not for Profit or Public Sector

3%

Primary Sector, Energy, Utilities

3%

4%

Hampshire

Professional Services

21%

Real Estate & Construction

28%

East Berkshire

7%

Middlesex

10%

Retail & Wholesale
Technology, Media, Telecoms

20%

40%

5%

West Berkshire

34%
0%

11%

Oxfordshire

14%

60%

0%

20%

40%

60%
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